wave (intra-body propagation signal) is detected through another pair of electrodes which keeps a distance from the preWe propose to utilize an electromagnetic wave through -vious pair. The biological tissue of each individual human being is different from that of others, so that the transfer charbody propagation signal) is generated at a relatively shallow acteristic of the intra-body propagation signal is also different depth in the human body through a pair of electrodes pasted mutually. By using such a difference, it is expected to authenon the human skin. The biological tissue of each individual ticate personal identification. In addition, using the intra-body human being is different from that of others, so that the trans-propagation signal, liveness detection can be realized with no fer characteristic of the intra-body propagation signal is also additional sensor. different mutually. By using such a difference, it is expected This paper is organized as follows. In Sect. 2, we exto authenticate personal identification. In addition, liveness plain the method of making an intra-body propagation signal. detection can be realized simultaneously using the intra-body Then, we examine the intra-body propagation signal in a frepropagation signal. It is effective on the detection of spoofing quency domain in Sect. 3. In Sect. 4, the evaluation based on using artificial bodies. In this paper, we examine the individ-similarity is examined and then the performance of authenual feature in the intra-body propagation signal based on the tication is evaluated in Sect. 5. Finally, Sect. 6 presents a spectrum analysis. As a result, the verification rate of 58% is conclusion. obtained using the similarity of the power spectrum especially in the 30-60 MHz sub-band.
INTRODUCTION 2.Transmission method
Individual verification is to confirm that a user is genuine and Figure 1 shows three transmission methods used in an intrato prevent spoofing attacks. As technologies to certify an in-body communication [3] . The simple circuit type treats a hudividual, a password and a magnetic card have been used be-man body as a conducting wire and constitutes a closed circuit cause of their easiness. However, they tend to be forgotten or with an external circuit. This type is used for bioinstrumenlost. Furthermore, the counterfeit and the theft can happen. tation such as a body fat meter or an electrocardiogram. The On the other hand, the biometrics authentication has attracted electrostatic coupling type also regards a human body as a attention because the above-mentioned various problems can conducting wire but the human body is electrostatically coube solved or reduced by the biometrics [1] .
pled with the ground. The waveguide type regards a human
There are the static biometrics such as a fingerprint and body as a waveguide, where an input signal fed at input elecan iris, and the dynamic biometrics such as a voiceprint and a trodes is propagated as an electromagnetic wave and it is exsignature. Especially, the authentication system using the fin-tracted at output electrodes as an output signal. It is an advangerprint is used in a lot of fields including the cellular phone.
tage that the waveguide type is insensitive to environmental On the other hand, there has been reported that an authentica-disturbances. In addition, wide frequency band signals can tion system using the fingerprint is circumvented by a coun-be transmitted in the waveguide type. Resultingly, we use the terfeit finger made by gum [2] . In order to exclude such an waveguide type in the following.
artifact, some additional sensor or function of liveness detection is required in the authentication system.
Influence of electromagnetic waves on human health
In this paper, we propose to utilize an electromagnetic wave through a human body as the biometrics. The electro-
The influence of electromagnetic waves from electric equipmagnetic wave is generated at a relatively shallow depth in ments on a human being has been investigated but it is not still a human body through a pair of electrodes pasted on the hucleared. The frequency band used in this study is under the man skin. On the other hand, the propagated electromagnetic ultrahigh frequency band (UHF) and its wavelength is longer In this section, we show the characteristics of intra-body prop-3.2. Conditions of measurement agation signals. Especially, the intra-class variation of one individual and the inter-class variation between individuals are An electrode paste was used to reduce skin resistance. The examined on the spectrum analysis of the intra-body propa-distance between the electrodes for the oscillator and those gation signal. Moreover, the function of liveness detection is for the oscilloscope was set to 10cm, and the distance beverified comparing the spectrum of a human body with those tween the signal electrode and the GND one was set to 5cm. To do an efficient measurement, we utilized a wide-band colored noise signal of 0-1OOMHz generated by the oscillator as Figure 2 shows a measurement system of the intra-body prop-a transmission signal. An intra-body propagation signal was agation signal. A signal is fed from an oscillator to a pair of measured five times per day and such five spectra were averelectrodes (a signal electrode and a GND one) pasted on a hu-aged to suppress the fluctuation of the spectrum magnitude. man body. On the other hand, a propagated electromagnetic wave (intra-body propagation signal) is detected through an-
Measurement results
other pair of electrodes that keeps a distance from the previous pair. The detected signal is digitized by a digital oscilAn example of the spectrum of a transmission signal is shown loscope and a FFT (Fast Fourier Transform) is performed for in Fig. 3 . On the other hand, the averaged spectrum of an the spectrum analysis.
intra-body propagated signal is shown in Fig. 4 . There are Fre20u40 c680Hz
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show the-sectr of---one---individual-----for five--days. Eac spcrmwsobandb vraigfv petawih I recent ---years, it---is reported-----thate-inerrit-outefete were acurddrn a. rqec0lmnsa 4 n 0 o um ine a asdi4oe uhniainsse arebsered i allspecra wile heirvarition arerelaivel [2] Theefor,-th-funtionof lvenes-deectin-isneedd.-I large.Thesemaybe considered as distinctive features of a this subsection, we examine the spectra of intra-bodyprop-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-------human body. agated signals in other materials than a human body.
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Xthe template, that is, a genuine user.
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The similarities between a template T and the verification data for four days in the subject A are summarized in Table 1 , Fig. 7 . Spectra of intra-body propagation signals in a human where gAlh means that the data of the subject A measured body, a Japanese radish, and wood. on the first day was used for verification. The template was another averaged spectrum on the first day of the subject A. The similarities of other subjects B, C, D, and E comparing measurement conditions were equal to the previous ones. A Japanese radish and wood were chosen as the materials than a human body. The Japanese radish has the same amount of In this section, we quantitatively evaluate the degree of sim-T 0.405 0.430 0.374 0.347 ilarity between intra-body propagated spectra among several subjects.
The variation of the similarity in the subject A, that is, the intra-class variation was 0.383-0.490 as shown in Table 1 , 4.1. Definition of similarity while the variation of the similarity among five subjects, that is, the inter-class variation was 0.347-0.430 as shown in Table  There has been proposed a method based on the Euclidian 2 (b). This result suggests the possibility of authentication distance for computing the degree of similarity. It is defined using the intra-body propagation signal.
On the other hand, the variation of the similarity among 100J five subjects was 0.465-0.505 as shown in 
Evaluation in limited frequency ranges C
Next, we evaluate the similarity in limited frequency ranges.
Threshold In this paper, we divided a frequency domain into three subbands, 0-30MHz, 30-60MHz, and 60-1OOMHz. In each sub- Fig. 8 . Authentication results. band, the similarity was calculated using Eq.(1) with limited number of frequency bins. The results are shown in Table 3 and 4.
Authentication results
In the authentication, five power spectra of each individual Table 3 . Similarities in subject A at each sub-band.
on the first day were averaged and the result was stored as a Table 4 . Similarities in five subjects at each sub-band. system is evaluated using the equal error rate (EER) at which Comparing the verification rate with that in Sect.5.1, it is Especially, in the 30-60MHz sub-band the variation of the confirmed that to limit the frequency range of the intra-body similarity in the subject A was 0.419-0.505 and it was larger propagation signal is effective for evaluating the similarity. than that among five subjects, 0.449-0.470 and 0.361-0.449, regardless of when the data were acquired. Resultingly, it is expected to improve the ability of verification by comparing 6. CONCLUSION the spectra at the 30-60MHz sub-band.
In this paper, we proposed a new biometrics authentication using the intra-body propagation signal. It was confirmed that 5. AUTHENTICATION EXPERIMENTS there were individual features in the spectrum of the intrabody propagation signal. Based on the evaluations using the In this section, we evaluate the performance of the authenticasimilarity between spectra, we obtained the verification rate tion using the intra-body propagation signal through authenof 58% in the 30-60MHz sub-band. Furthermore, there were tication experiments, evident differences between the spectrum of a human body In addition, the research of the authentication using the 20 intra-body propagation signal has just started. At this stage, X the main purpose is to evaluate the ability of the authentica-+. | . tion using the intra-body propagation signal. Therefore, in this paper we generated and detected electromagnetic waves Threshold on a human arm with pasted electrodes as a matter of exper-(a) 0-30 MHz imental convenience. In the future, we plan to examine the intra-body propagation signal on a palm without the pasted 10 electrodes. It is assuming that we grip the knob of a door 
